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CNS-227: Deploy and Manage Citrix ADC 13.x with

Citrix Gateway

Duration: 2 Days
Prerequisites:

To ensure that participants are adequately prepared for the CNS-227: Deploy and
Manage Citrix ADC 13.x with Citrix Gateway course, the following minimum
prerequisites are recommended:

. Basic understanding of networking concepts, including routing and

switching.

Knowledge of TCP/IP, HTTP, and the OSI model.

Familiarity with network security and firewall concepts.

Experience with Windows or Linux server administration.

An understanding of VPN concepts and SSL encryption.

Awareness of Citrix virtualization technologies such as Citrix Virtual Apps

and Desktops is helpful but not mandatory.

. No prior experience with Citrix ADC is required; however, any practical
experience with Citrix or networking products will be beneficial.

These prerequisites are designed to ensure that participants can engage fully with the
course material and gain the maximum benefit from the training.

Course Description:

The CNS-227: Deploy and Manage Citrix ADC 13.x with Citrix Gateway course is
designed to provide IT professionals with the skills and knowledge necessary to
implement and manage Citrix ADC 13.x, including how to configure Citrix Gateway
features. This comprehensive course covers various aspects such as basic networking,
ADC platforms, high availability, load balancing, SSL offloading, security, monitoring,
and troubleshooting. Through the course, learners will gain a deep understanding of
the Citrix ADC architecture, deployment options, and how to manage client
connections. They will also learn about the integration of Citrix Virtual Apps with Citrix
Gateway, maximizing the capabilities of remote access solutions. By mastering these
topics, participants will be able to effectively deploy and manage Citrix ADC 13.x with
Citrix Gateway, providing them with the expertise required to optimize Citrix
environments in real-world scenarios. The course is ideal for professionals looking to
enhance their skills with the latest Citrix ADC and Gateway technologies, encapsulated
in the CNS-227 curriculum.

Target Audience:

Network Engineers

Systems Administrators

Citrix Administrators

Operations Engineers

Application Engineers

IT Infrastructure & Virtualization Consultants
Cloud Infrastructure Architects

Security Specialists

Technical Support Staff

Citrix Partners and Resellers

Course Outlines:
Module 1: Getting Started

Introduction to Citrix ADC
Feature and Platform Overview
Deployment Options
Architectural Overview

Setup and Management
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Module 2:
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Module 5:
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Module 9:
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Basic Networking

Networking Topology
Citrix ADC Components
Routing

Access Control Lists

ADC Platforms

Citrix ADC MPX
Citrix ADC VPX
Citrix ADC CPX
Citrix ADC SDX
Citrix ADC BLX

High Availability

Citrix ADC High Availability

High Availability Configuration
Managing High Availability

In Service Software Upgrade
Troubleshooting High Availability

Load balancing

Load Balancing Overview

Load Balancing Methods and Monitors
Load Balancing Traffic Types

Load Balancing Protection

Priority Load Balancing

Load Balancing Troubleshooting

SSL Offloading

SSL Overview

SSL Configuration

SSL Offload

Troubleshooting SSL Offload

SSL Vulnerabilities and Protections

Security

Authentication, Authorization, and Auditing
Configuring External Authentication
Admin Partitions

Monitoring and Troubleshooting

Citrix ADC Logging

Monitoring with SNMP

Reporting and Diagnostics

AppFlow Functions

Citrix Application Delivery Management
Troubleshooting

Citrix Gateway

Introduction to Citrix Gateway
Advantages and Utilities of Citrix Gateway
Citrix Gateway Configuration

Common Deployments
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Module 10: AppExpert Expressions

Introduction to AppExpert Policies
Default Policies

Explore Citrix ADC Gateway Policies
Policy Bind Points

Using AppExpert with Citrix Gateway
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Module 11: Authentication, Authorization, and Secure Web Gateway

Authentication and Authorization
Multi-Factor Authentication
nFactor Visualizer

SAML authentication

Y V VYV

Module 12: Managing Client Connections

Introduction to Client Connections
Session Policies and Profiles

Pre and Post Authentication Policies
Citrix Gateway Deployment Options
Managing User Sessions
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Module 13: Integration for Citrix Virtual Apps and Desktops

Virtual Apps and Desktop Integration
Citrix Gateway Integration

Citrix Gateway WebFront

ICA Proxy

Clientless Access and Workspace App
Access Fallback

SmartControl and SmartAccess for ICA
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