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55344AC - Identity with Windows Server 

(20742WV) 

Duration: 5 Days 
 

Prerequisites: 
 

• Some exposure to and experience 
with AD DS concepts and 

technologies in Windows Server 
2012 or newer  

• Experience working with and 
configuring Windows Server 2012 
or newer  

• Experience working with and an 
understanding of Microsoft Hyper-
V and basic server virtualization 
concepts  

• An awareness of basic security 
best practices  

• Hands-on working experience with 
Windows client operating systems 
such as Windows 7, Windows 8, 
Windows 8.1, or Windows 10  

• Basic experience with the Windows 
PowerShell command-line 
interface 
 

Course Description: 
 

This 5-day course examines the services and 
features of Microsoft Windows Server 2022. It 
covers administering, configuring, 

troubleshooting, and operating identity services 
in the Active Directory Domain Services (AD DS) 

and Entra ID (previously known as Azure AD). 
This course also covers core AD DS identity 
services such as Group Policy Objects (GPOs), 

Active Directory Certificate Services (AD CS), 
Active Directory Federation Services (AD FS) 

and hybrid solutions with Azure AD. There are 
instructor materials available for this course. 
 

Course Objectives: 
 

• Install and configure domain 
controllers in AD DS  

• Manage objects in AD DS by using 
graphical tools and Windows 
PowerShell modules  

• Implement AD DS in complex 
environments  

• Implement and configure AD DS 
sites, and configure and manage 

replication  

• Implement and manage Group 
Policy Objects (GPOs) in AD DS  

• Manage user settings by using 
GPOs  

• Secure AD DS  

• Implement and manage a 
certificate authority (CA) hierarchy 
with AD CS  

• Deploy and manage certificates  

• Implement and administer Active 
Directory Federation Services (AD 
FS)  

  

• Implement synchronization between AD 
DS and Azure AD  

• Monitor, troubleshoot, and establish 
business continuity for AD DS services 

 
Intended Audience: 

 
This course is intended for IT professionals who work 

on administering, configuring, troubleshooting, and  
operating identity services in the AD DS and Entra ID. 
It is also useful for system or infrastructure  

administrators with general AD DS experience who 
want to gain additional insight about Windows Server  

2022 identity and access technologies. 
 

Course Outline: 
 
Module 1: Deploy Active Directory services  

 

• Components of AD DS  

• AD DS DCs  
• Deploy AD DS DCs  

• Azure AD overview  
 

Module 2: Manage directory objects 

 

• Manage user accounts  

• Manage groups in AD DS  
• Manage computer objects in AD DS  

• Administer AD DS by using PowerShell  

• Implement and manage OUs 
 

Module 3: Advanced AD DS infrastructure 
management 

 

• Overview of advanced AD DS 
deployments.  

• Deploy a distributed AD DS environment  

• Configure AD DS trusts  
 

Module 4: Implement and administer AD DS 

sites and replication 
 

• Overview of AD DS replication  

• Configure AD DS sites  
• Describe AD DS sites.  

• Explain reasons to implement additional 
sites.  

• Configure additional AD DS sites.  

• Describe how AD DS replication works 
between sites.  

• Describe the intersite topology generator.  

• Describe SRV resource records.  
• Describe how domain-joined computers 

locate DCs.  

• Explain how to move DCs between sites. 
 

Module 5: Implement Group Policy 
 

• What is Group Policy?  
• Implement and administer Group Policy  

• Group Policy scope and processing  

• Troubleshoot the application of GPOs  
 

Module 6: Manage user settings with Group 
Policy 

  

• Implement administrative templates  
• Configure Folder Redirection, software 

installation, and scripts  

• Configure Group Policy preferences  
 
Module 7: Secure AD DS 
 

• Secure DCs  

• Implement account security  

• Implement authentication auditing  

• Configure managed service accounts  
 
Module 8: Deploy and manage AD CS 
 

• Deploy CAs  

• Administer CAs  

• Troubleshoot and maintain CAs  
 

Module 9: Deploy and manage certificates 

 

• Deploy and manage certificate templates  
• Manage certificate deployment, 

revocation, and recovery  

• Use certificates in a business environment 
 

Module 10: Implement and administer AD FS 
 

• Overview of AD FS  

• AD FS requirements and planning  

• Deploy and configure AD FS  

• Web Application Proxy Overview 
 

Module 11: Implement AD DS synchronization 
with Microsoft Azure AD 

 

• Plan and prepare for directory 
synchronization  

• Implement directory synchronization by 
using Azure AD Connect  

• Manage identities with directory 
synchronization  

 
Module 12: Monitor, manage, and recover AD 
DS 

 

• Monitor AD DS  

• Manage the Active Directory database  
• Active Directory backup and recovery 

solutions 
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