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CMMC Certified Assessor™ (CCA™)

Duration: 3 Days
Course Description:

A CMMC Certified Assessor™ (CCA™) is the
certification required to perform formal CMMC
Level 2 certification assessments within the US
Department of War’s (DoW) cybersecurity
ecosystem. A CCA equips experienced
cybersecurity professionals with the advanced
skills needed to evaluate evidence, validate
security controls, conduct interviews, and
determine  whether organizations handling
Controlled Unclassified Information (CUI) meet
CMMC Level 2 certification requirements.

Target Audience:

o IT & Security Practitioners Transitioning
Into Compliance.

e« Government Contractors
Industry Personnel.

o Risk, Audit, And Compliance Professionals.
Aspiring Lead CCAS

& Defense

Course Outlines:

DOMAIN 1- Evaluating Organizations
Seeking Certification (OSC) Against CMMC
Level 2

» Assess the various environmental
considerations of Organizations Seeking
Certification (OSCs) against CMMC Level 2
practices.
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DOMAIN 2 - CMMC Level
Scoping

2 Assessment

> Analyze the CMMC assessment scope of
Controlled Unclassified Information (CUI)
assets as they pertain to a CMMC
assessment using the five categories of CUI
assets as defined in the CMMC Level 2
Assessment Scoping Guide.

» Given a scenario, analyze the CMMC
assessment scope based on the
redetermined CUI categories within the
CMMC Level 2 Assessment Scoping Guide.

> Evaluate the CMMC assessment scope
considerations based on the CMMC Level 2
Assessment Scoping Guide.

DOMAIN 3 -
(CAP)

CMMC Assessment Process

» Given a scenario, apply the appropriate
phases and steps to plan, prepare, conduct,
and report on a CMMC Level 2 Assessment.

DOMAIN 4 - Assessing CMMC Level 2
Practices
> Identify evidence verification/validation

methods and objects for practices based on
the CMMC Level 2 Assessment Guide and
CMMC  Assessment Process (CAP)
documentation.
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