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ISACA Advanced in AI Audit™  

Duration: 3 Days 
 
Course Description:  
 
Be one of the first IT auditors and advisors to 
embrace AI and level up their careers with the new 
ISACA Advanced in AI Audit™ (AAIA™) certification. 
Designed exclusively for professionals with CISA® or 
another qualified designation, the AAIA certification 
empowers auditing and consulting professionals to 
stand up to the challenge and become leaders in the 
emerging AI future. It validates the leading-edge 
skills to advise on AI opportunities, assess and 
mitigate risks, ensure compliance and leverage AI to 
meet organizational strategic goals 
 
Target Audience:  
 

• Experienced it auditors and advisors 
• Those who assess, implement, maintain or 

audit ai systems 
• Active prerequisite designation holders 

 
Course Outlines: 
 
DOMAIN 1 – AI GOVERNANCE AND RISK 
 
This domain demonstrates your ability to advise 
stakeholders on implementing AI solutions to meet 
organizational strategic goals, creating ethical and 
responsible AI policy and governance practices, 
and mitigating implementation risks, including 
leading practices in data governance, privacy and 
security. 
 

➢ AI Models, Considerations, and 
Requirements 

➢ AI Governance and Program Management 
➢ AI Risk Management 
➢ Privacy and Data Governance Programs   
➢ Leading Practices, Ethics, Regulations, and 

Standards for AI 

DOMAIN 2 – AI OPERATIONS 
 
This domain confirms your skill in assessing an 
organization’s risk profile and the rewards and 
consequences of AI implementations while ensuring 
the organization is operationally ready for successful 
adoption of this powerful technology. 
 

➢ Data management specific to ai  
➢ Ai solution development methodologies and 

lifecycle  
➢ Change management specific to ai   
➢ Supervision of ai solutions  (e.g., outputs, 

impacts, and decisions)  
➢ Testing techniques for ai solutions 
➢ Threats and vulnerabilities specific to ai   
➢ Incident response management specific to ai  

 
DOMAIN 3 – AI AUDITING TOOLS AND 
TECHNIQUES 
 
This domain focuses on optimizing audit outcomes 
through innovation while highlighting your knowledge 
of audit techniques tailored to AI systems and your 
use of AI-enabled tools to streamline audit efficiency 
and provide faster, quality insight. 
 

➢ Audit planning and design 
➢ Audit testing and sampling methodologies  
➢ Audit evidence collection techniques  
➢ Audit data quality and data analytics 
➢ Ai audit outputs and reports  
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