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ISACA Advanced in AI Security Management™ 

Duration: 2 Days 
 
Course Description:  
 
With the significant potential of artificial 
intelligence comes new threats and vulnerabilities. 
ISACA Advanced in AI Security Management™ 
(AAISM™) is the first and only AI-centric security 
management certification designed to help 
experienced IT professionals reinforce the 
enterprise’s security posture and protect against 
AI-specific threats. You’ll be able to manage the 
evolving security risk related to AI, implement 
policy, and ensure its responsible and effective 
use across the organization. 
 
Target Audience:  
 

• Active CISM or CISSP holders 
• Proven experience in security or advisory 

roles 
• Some expertise assessing, implementing 

and maintaining ai systems 
 
Course Outlines: 
 
DOMAIN 1 – AI GOVERNANCE AND 
PROGRAM MANAGEMENT 
 
This Domain demonstrates your ability to advise 
stakeholders on implementing AI security 
solutions through appropriate and effective policy, 
data governance, program management and 
incident response. 
 

 

➢ Stakeholder considerations, industry 
frameworks, and regulatory requirements 

➢ Ai-related strategies, policies, and 
procedures 

➢ Ai asset and data life cycle management 
➢ Ai security program development and 

management 
➢ Business continuity and incident response 

 
DOMAIN 2 – AI RISK MANAGEMENT 
 
This Domain confirms your skill at assessing and 
managing risks, threats, vulnerabilities and 
supply chain issues related to the enterprise-
wide adoption of AI. 
 

➢ AI Risk Assessment, Thresholds, And 
Treatment 

➢ AI Threat and Vulnerability Management 
➢ Ai Vendor and Supply Chain Management 

 
DOMAIN 3 – AI TECHNOLOGIES AND 
CONTROLS 
 
This Domain focuses on optimizing AI security 
and highlights your knowledge of security 
technologies, techniques and controls tailored to 
AI systems. 
 

➢ Ai security architecture and design 
➢ Ai life cycle (e.g., model selection, 

training, and validation) 
➢ Data management controls 
➢ Privacy, ethical, trust and safety controls 
➢ Security controls and monitoring 
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