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FortiDLP Administrator

Duration: 1 Day

Course Description:

In this course, you will learn how to manage FortiDLP
tenant accounts and deploy FortiDLP endpoint agents
to protect sensitive data across your organization. You
will explore how FortiDLP provides data loss prevention
(DLP), insider risk management (IRM), SaaS data
security, and risk-informed user education for users
working both onsite and remotely. You will also build a
foundation in FortiDLP operations by configuring
endpoint profiles, applying security policies, and using
content inspection to monitor and control data
movement.

Target Audience:

Security professionals involved in the design,
administration, and management of the FortiDLP data
protection solution should attend this course.

Prerequisites:

e Basic understanding of network security
concepts

e Basic understanding of cloud security concepts

e Basic understanding of data protection

Course Objectives:

After completing this course, you will be able to:

e Describe FortiDLP architecture
Identify FortiDLP components
Deploy and manage FortiDLP agents
Integrate FortiDLP with third-party solutions
Configure FortiDLP security policies
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e Use policy templates, policy groups, and
policy assets

e Configure incident clustering and incident
sequence rules

e Manage and use custom and Microsoft
sensitivity labels

e Manage web-based, mail-based, and USB-
based actions

e Describe asset and node management

Describe investigations and explore case

management

Detect and investigate policy violations

Manage events and incidents

Manage insider risks

Explore secure data flow

Use forensics for data capture

View GenAI and SaaS application inventory

with data risk analytics

Understand real-time employee coaching

through Slack and Teams messaging

Resolve FortiDLP agent deployment issues

Describe FortiDLP agent component issues

View FortiDLP agent performance issues

Resolve FortiDLP agent connectivity issues

Configure evidence capture

Use the FortiDLP decryption tool

Set up external evidence storage

Request agent debug bundles

View FortiDLP agent crash reports

Course Outlines:

Design and Deployment
Integration
Configuration

Core Functions
Troubleshooting

YVVVYYVY



https://www.trendsnet.com.ph/registrationform.php?did=3372&cid=7&vid=1
mailto:training@trends.com.ph
http://www.trendsacademy.com.ph/

